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Using Virtual SMTP Server for SCADAlarm Email Notifications
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Introduction

Alarms generated in SCADAlarm can be delivered to operators through emails via an SMTP mail server. The SMTP mail server, however,
must have its Anonymous logon option enabled in order to work with SCADAlarm. When Anonymous logon is not enabled in the
SMTP server, SCADAlarm won't be able to connect directly to the SMTP server.

This Tech Note provides a solution to this problem by using a Virtual SMTP Server.

Application Versions

¢ All SCADAlarm versions to 6.0

Installing Virtual SMTP Server

Because Microsoft SMTP Service is a component of Microsoft Internet Information Services (11S), you must install 11S to use the Microsoft
SMTP Service. To install 11S and Microsoft SMTP service, depending on the version of Microsoft OS and I11S, variations can exist, but the
steps can be summarized as follows.

Note: You can also refer to related Microsoft references, or search the topic on the internet for your installation.

Click Start, and open Control Panel.
Double-click Add/Remove Programs.

Click Add/Remove Windows Components.

A

In the Windows Components Wizard, for Windows XP and 2000, select Internet Information Services (11S), and then click Details;
for Windows 2003, select Application Server, then select Internet Information Services (11S), and then click Details.

5. Click the following options:
= Common Files
= Documentation (for Windows XP and 2000)
Internet Information Services Snap-In (for Windows XP and 2000)
Internet Services Manager (HTML) (for Windows 2000)
Internet Information Services Manager (for Windows 2003)
SMTP Service
World Wide Web Server
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6. Click OK, (click OK again for Windows 2003), and then click Next on the Windows Components page.
7. On the Completing the Windows Components wizard, click Finish.

8. Click Close.

Configuring the Virtual SMTP Server

1. Start Internet Information Services (snap-in, for Windows XP and 2000) or Internet Information Services (11S) Manager (for
Windows 2003):

 From Administrative Tools or

¢ Click Start, Run, and then type InetMgr and click Enter.
2. Find Default SMTP Virtual Server and select it.
3. Right-click and click Properties.

4. Configure the IP address of the virtual server. Use the Advanced button to configure the TCP Port if a port other than the default
25 is to be used.
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Ficure 1: CoNFIGURING THE VIRTUAL SERVER IP ADDRESS

5. Click the Access tab, then the Authentication button.

6. Check the Anonymous access option, then click OK (Figure 2 below).
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Ficure 2: ANnoNnyMous Access OPTION

In the Access tab field, click the Connection button. Decide which computer or computers will be granted access permission to
this virtual server.

Click the Add button and type the IP octet of those computers (Figure 3 below).

Click OK to save the configuration.
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Ficure 3: GRANT Access To THE VIRTUAL SMTP SERVER
10. Click OK to save the configuration.

11. In the Access tab field, click the Relay button. Add SCADAlarm nodes to the relay list.
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Ficure 4: GRaNT RELAY PeErmMiIssioN To SCADALARM Nobe
12. Click OK to save the configuration.

13. Click the Security tab.

14. Add Windows user accounts to the Grant operator permissions list.
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Default SMTP Virtual Server Properties
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Ficure 5: GrRANTING OPERATOR PERMISSIONS TO WIiNDOWsS USER ACCOUNTS

Click OK to save the configuration.

In the Internet Information Services window, highlight the Domain under the Default SMTP Virtual Server item.

Right-click Domain, then click New/Domain.
Add the Local (default) domain name.

Highlight Domain, right-click it, and select New/Domain.

Click Remote, then Next. Type in the address for mail to be delivered or relayed.
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Ficure 6: ApbiNGg REMoTE DoMAIN For EMAIL RELAY

Select the remote domain, right-click it, then click Properties.

In General tab, check the Allow incoming mail to be relayed to this domain option, and Forward all mail to smart host.

Type the IP octet (in square brackets) in the Forward all mail to smart host field.



24.
25.

26.

Invensys.com Properties 2%

General | Advanced

Invensys.com

Selectthe appropriate settings for your remote domain,
[v Allow incoming mailto be relayed to this domain

[ Send HELO instead of EHLD

Dutbound Secunty...

Foute domain

(" Llse DNS to route to this domain
(w Foreard all mail to smart host

| 10.251.146

6] [owes J 2w ] v ]

Ficure 7: ConFIGURING REMOTE DomMAIN For EmaIL RELAY

Click the Outbound Security button (Figure 7 above).

Select an appropriate authentication method and type the necessary information (Figure 8 below).

Click OK to save the configuration.
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Ficure 8: OuTtBouND EMAIL AUTHENTICATION INFORMATION

27. Close the Internet Information Services window.
Note: For information about setting up email in SCADAlarm, refer to SCADAlarm users guide or Tech Note 266.
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